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ABOUT

Join Offenso Hackers Academy for an unparalleled Cybersecurity learning experience. Benefit
from our experienced trainers who bring real-world expertise to the classroom. Engage in
interactive sessions with industry experts, gaining valuable insights from their practical
knowledge. Our cutting-edge curriculum covers the latest trends and tools in Cybersecurity.
Enhance hands-on practical exercises to apply your skills in simulated scenarios. Network with

professionals, creating connections that support your career growth. Receive career guidance

and placement support, leveraging our industry connections. Enjoy state-of-the-art facilities,

providing an optimal learning environment. Start your journey to become a skilled Cybersecurity

professional with Offenso Hackers Academy.

ABOUTOCSP

The Offenso Certified Security Professional (OCSP) program equips you with the knowledge and
practical skills to excel in today's ever-evolving cybersecurity landscape. Over 5 months, you'll
embark on a comprehensive learning journey, gaining expertise across various domains

NETWORKING & MICROSOFT TECHNOLOGIES:

Build a solid foundation in networking concepts and Delve into Microsoft technologies crucial for
security Professionals.

OFFENSIVE SECURITY STRATEGIES:

Explore attacker methodologies and learn how to identify and exploit vulnerabilities ethically.

PENETRATION TESTING:

Master the art of penetration testing, including network, web application, APIl, and mobile
(Android) penetration testing.

ACTIVE DIRECTORY SECURITY:

Secure your Active Directory infrastructure and understand potential threats.

INTRODUGHON TO PROMRBEINJECTION:
Understanding advanced attackivectors like prompt injection.

SECURITY OPERATIONS CENTER (SOC) PRACTICES:

Gain a comprehensive'understanding of SOC operations, including incident response and
Investigation.

Throughout the program, you'llutilize a hands-on approach, working with industry-standard
Tools and-techniques to gain real-world experience. By the end;you'll be equipped to :

O Secure networks and systems proactively.
O ldentify and exploit vulnerabilities ethically (penetration testing).

O Defend against cyber threats effectively.
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wHY OCSP

The OCSP program is designed to propel your cybersecurity career forward.
Here's why you should choose OCSP:

O COMPREHENSIVE CURRICULUM:

Gain a well-rounded skillset encompassing various cybersecurity domains.

O HANDS-ON LEARNING:
Develop practical skills through real-world scenarios and industry-standard tools.

O CAREER-ORIENTED PROGRAM:

Prepare for exciting career opportunities in penetration testing and SOC roles.

O BECOME AN OFFENSO CERTIFIED SECURITY PROFESSIONAL:
Earn a recognized credential that validates your expertise.

O 100% PLACEMENT ASSISTANCE:

Join a dynamic and high-demanded Cyber Security career through
our soft skill, mock interview and placement assistance program.

The OCSP program offers a transformative learning experience. Enroll today
and take the first step towards becoming a successful cybersecurity professional.

courskE VMIODULES

INTRODUCTIONTO API PENETRATION
NETWORKING TESTING
CONTAINERS AND ANDROID PENETRATION
SERVERS TESTING
ACTIVE DIRECTORY
3 OFFENSIVE SECURITY 8 PENETRATION TESTING
NETWORK PENETRATION
4 TESTING 9 PROMPT INJECTION
WEB APPLICATION SECURITY OPERATIONS
PENETRATION TESTING CENTER-SOC
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WHY SHOULD Do OCSP

The OCSP program is designed for individuals who are passionate about cybersecurity and
ready to take the next step in their careers. Whether you're a recent high school graduate or
seeking a career change, this program equips you with the skills and knowledge to succeed in
this exciting field.
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ACCREDITATIONS
CERTIFICATIONS

The Computing Technology Industry Association (CompTIA) is a leading voice and advocate for the
$5 trillion global information technology ecosystem; and the estimated 75 million industry and
tech professionals who design, implement, manage and safeguard the technology that powers the

CompTlA world’'s economy.

Through education, training, certifications, philanthropy and market research, CompTIA promotes
AUTHORIZED industry growth; the development of a highly-skilled workforce and a commitment to creating an
environment where innovation happens and the opportunities and benefits made possible
PARTNER .
through technology are available to all.

We are a vendor-neutral, independent source of information on a wide range of technology topics,
including cybersecurity; education, training and certification of the global tech workforce; new and
emerging technologies; legislation and policies affecting the industry and workforce data,
development and trends.
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vision VISIONSMISSION

To revolutionize ethical hacking education, fostering a global community of
cybersecurity defenders who make the internet a safer place.

MISSION

Bridging the cybersecurity workforce gap by providing industry-leading,
accessible education that prepares individuals for successful careers in
ethical hacking and defense.

MESSAGE FrRom CEO

éé
We're Offenso Hackers Academy, where you'll gain the
in-demand cybersecurity skills and ethical foundation to thrive.

Our industry-built curriculum, taught by experts, equips you ‘

for real-world challenges. Join our vibrant community,learn, (OFC
collaborate, and become a champion of the digital future.
?”?

Let's Hack for Good. - Farhan Bin Fazil | CEO ’
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FAQs

O WHAT ARE THE TOPICS COVERED IN OCSP COURSE ?

In this course we focus on Offensive Security as well as Defensive Security and
mainly covers the topics Networking Fundamentals, Microsoft Server,Network
Pentesting,Web Application Pentesting, Security Operations Centre & SIEM
Tools,Android and Active Directory Pentesting basics.

O WHO WOULD BENEFIT FROM ENROLLING IN THIS COURSE ?

The course is ideal for anyone looking to start a career in Cybersecurity or for IT
professionals looking to enhance their knowledge and skills in the field of Pen
testing and SOC.

O ISITMANDATORY TO HAVE PRIOR CYBERSECURITY BASIC
KNOWLEDGE TO LEARN THIS PROGRAM ?

No prior knowledge of Cybersecurity is essential. The course is designed to
provide comprehensive coverage of the subject, starting with the fundamentals
and building up to more advanced topics

O WHAT IS THE ESTIMATED TIME COMMITMENT FOR THE COURSE ?
The course is designed to be completed in 5 Months. Participants have to
spend a minimum of 10 Hours in a week on coursework, including lessons,
labs, and exercises.

O WHATIS THE MINIMUM SYSTEM REQUIREMENT ?
Should have a system with minimum i5 or equivalent Processor and 8gb RAM.

O WHAT TYPES OF CYBER SECURITY JOBS MAY YOU PURSUE AFTER OCSP ?
After successful completion of OCSP, you can apply for the most demanding
cybersecurity careers include positions such as Cybersecurity Analyst,
Application Penetration Tester, Information Security Consultant, Network
Security Engineer, Security Operation Centre Engineer, Risk Advisory Consultant.
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